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Abstract

The characterization of the accessstructures of ideal secretsharing schemesis
oneofthe main open problemsin secretsharing. Becauseofits di cult vy, it hasbeen
studied for seweral particular families of accessstructures. In this paper, we deal
with multipartite accessstructures, in which the set of participants is divided into
seweral parts and all participants in the samepart play an equivalert role. Some
particular classesof multipartite structures have been studied in seminal works
on secretsharing by Shamir, Simmons, and Brickell, and also recertly by sewral
authors. In this work, the characterization of ideal multipartite accessstructures
is studied with all generality. Actually, every accessstructure is multipartite and,
hence,the results in this paper can be seenas an attack under a di erent point of
view to the generalopen of the characterization of ideal accessstructures. Namely,
we present somenecessaryconditions and somesu cien t conditions for an access
structure to beideal in terms of the classi cation of its participants into equivalence
classes. These conditions can be specially useful if the number of classesis small
or these classesare distributed in somespecial way. More speci cally, our results
are the following:

1. We presern a characterization of matroid-related multipartite accessstruc-
tures in terms of discrete polymatroids. To do that, we study the relation
betweenmultipartite matroids and discrete polymatroids. As a consequence
of this characterization, a necessarycondition for a multipartite accessstruc-
ture to be ideal is obtained.

2. We use a special class of discrete polymatroids, the linearly represetiable
ones,to characterize the represenable multipartite matroids. In this way we
obtain a su cien t condition for a multipartite accessstructure to be ideal.

3. We apply those generalresults to obtain a complete characterization of ideal
tripartite accessstructures, which was until now an open problem. In partic-
ular, we prove that the matroid-related tripartite accessstructures coincide
with the ideal ones.
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1 Intro duction

Secretsharing schemeswere intro duced independertly by Shamir [33] and Blakley [3]
in 1979. In a secret sharing scheme ewery participant receives a share of a secret
value. Only the quali ed sets of participants, which form the accessstructure of the
scheme, can recover the secretvalue from their shares. This paper deals exclusively
with unconditionally secure perfect secret sharing schemes,that is, the sharesof the
participants in a non-qualied set do not provide any information about the secret
value.

The length of the sharesis the main measureof the complexity of secret sharing
schemes. In all schemes,the length of every shareis at leastthe length of the secret[17].
If all shareshave the samelength asthe secret,the stchemeis said to be ideal. There
exists a secretsharing schemefor every accessstructure [15], but, in general,the shares
must be much larger than the secret[12]. An accessstructure is said to be ideal if it
admits an ideal secretsharing scheme.

This paper dealswith the characterization of ideal accessstructures, which is one of
the main open problemsin secretsharing and hasimportant connectionswith matroid
theory.

For a matroid M with ground set Q and a point pg 2 Q, we de ne the access
structure p,(M ) on the set of participants P = Q  fpog by determining its minimal
quali ed subsets:

min p,,(M)=fA P : A[ fpogis a circuit of Mg :

The accessstructures of this form are called matroid-related. If the accessstruc-
ture (M) is connected, that is, if every participant is in a minimal quali ed subset,
then the matroid M is univocally determined by p,(M ).

A necessarycondition for an accessstructure to be ideal was given by Brickell
and Davenport [8], who proved that ewvery ideal accessstructure is matroid-related.
Speci cally, they provedthat every ideal secretsharingschemeon a setP of participants
determinesa matroid M with ground setQ = P [ fpog sudc that the accessstructure
of the schemeis p,(M ).

Matroids that are obtained from ideal secret sharing schemesare said to be se-
cret sharing representable (or ss-representablefor short). Since there exist non-ss-
represemnable matroids [24, 32], that necessarycondition is not su cient. Neverthe-
less, as a consequenceof the results in [7], all linearly represeniable matroids are ss-
represemable. This implies a su cien t condition for an accessstructure to be ideal.
Namely, an accessstructure is ideal if it is related to a linearly represenable matroid.

Due to the di cult y of nding generalresults on the characterization of ideal access
structures, a number of works, which we enumerate later, have appeareddealing with
the restriction of this open problem to seeral particular classesof accessstructures.

In this paper, we study the characterization of ideal multipartite accessstructures.
Informally, an accessstructure is multipartite if its set of participants can be divided
into seweral parts in sud away that all participants in the samepart play an equivalent
role in the structure. Becauseof its practical interest, secretsharing for multipartite
accessstructures has beenstudied by seweral authors.

2



Sincewe can always consideras many parts as participants, every accessstructure
is multipartite. More accurately, we can considerin any accessstructure the partition
that is derived from a suitable equivalencerelation on the set of participants. There-
fore, we are not restricting ourselhesto a family of accessstructures, but we study the
characterization of ideal accessstructures under a di erent point of view. Speci cally,
we investigate the above conditions by taking into accourt that there can be partici-
pants playing equivalert rolesin the structure. We obtain in this way a new necessary
condition and a new su cien t condition for an accessstructure to be ideal in terms of
the classi cation of its participants into equivalenceclasses.

Our results can be applied to any accessstructure and, hence,they can be viewed
asa new cortribution to the open problem of the characterization of ideal accessstruc-
tures. Nevertheless,the most interesting consequencesf our results are obtained when
applied to some particular families of accessstructures. In particular, we preser a
complete characterization of the ideal tripartite accessstructures, which was an open
question until now.

2 Related Work

The relation betweenideal secretsharing schemesand matroids discovered by Brickell
and Davenport [8] have led to a number of works dealingwith the characterization of ss-
represertable matroids. The Vamosmatroid wasthe rst matroid that wasprovedto be
non-ss-represetable. This wasdoneby Seymour[32]and a shorter proof wasgiven later
by Simonis and Ashikhmin [35]. Many other exampleshave beengiven by Matus [24].
The results by Brickell [7] imply that all represeriable matroids (that is, matroids
that can be represeried by a matrix over some nite eld) are ss-represetable. The
rst example of a ss-represetable matroid that is not represenable, the non-Pappus
matroid, was presenied in [35]. This matroid can be represened by an ideal linear
secret sharing scheme. The matroids with this property are said to be multilinearly
representable a classthat includes the represenable matroids. The existence of ss-
represertable matroids that are not multilinearly represenable is an open question.

The minimal quali ed subsetsof a matroid-related accessstructure form a matroid
port, a combinatorial object introduced by Lehman [18] in 1964, much before secret
sharing was invented. Seymour [31] presened in 1976 a forbidden minor character-
ization of matroid ports, which has beenused recerily to obtain new results on the
characterization of matroid-related accessstructures [22]. The main result in [22] is a
generalization of the result by Brickell and Davenport [8]. Namely, if the information
rate (that is, the ratio betweenthe length of the secretand the maximum length of
the shares)of a secretsharing schemeis greater than 2=3, then its accessstructure is
matroid-related.

Due to the dicult y of nding generalresults, the characterization of ideal access
structures hasbeenstudied for seweral particular classef accessstructures: the access
structures on sets of four [36] and v e [16] participants, the accessstructures de ned
by graphs [4, 5, 6, 8, 10], the bipartite accessstructures [30], the accessstructures
with three or four minimal quali ed subsets[20], the accessstructures with intersection



number equalto one[21], the accessstructures with rank three[19, 23], and the weighted

threshold accessstructures [2]. In all thesefamilies, all the matroids that are related to

accessstructures in the family are represenable and, then, the matroid-related access
structures coincidewith the ideal ones. This, combined with the results in [22], implies

that the optimal information rate of every non-ideal accessstructure in those families

is at most 2=3.

Multipartite accessstructures were rst introduced by Shamir [33] in his seminal
work, in which weighted threshold accessstructures were considered. These struc-
tures have been studied also in [25, 30] and a characterization of the ideal weighted
accessstructures hasbeenpreserted in [2]. Brickell [7] constructed ideal secretsharing
schemesfor seweral di erent kinds of multipartite accessstructures, called multilevel
and compartmented, that had been previously consideredby Simmons [34]. Other
constructions of ideal schemesfor these and other multipartite structures have been
presered in [13, 27, 37, 38], where somecomplexity issuesrelated to the construction
of those ideal schemesare studied. A complete characterization of ideal bipartite ac-
cessstructures was given in [30] and, independertly, in [26, 28]. Partial results on the
characterization of ideal tripartite accessstructures have beenpreseried in [2, 11, 13].
The rst attempt to provide generalresults on the characterization of ideal multipartite
accessstructures hasbeenmaderecertly by Herranz and Saez[13]. They presert some
necessaryconditions for a multipartite accessstructure to be ideal, which generalize
the onesgivenin [11] for the tripartite case.In addition, they presen a wide family of
ideal tripartite accessstructures.

3 Our Results

This paper dealswith the characterization of ideal multipartite accessstructures. Since
every accessstructure is multipartite, the problem we considerin this paper is actually
the characterization of ideal accessstructures in general. Therefore, this work can be
seenasa new attack to this long-standing open problem under a di erent point of view.
Our main contributions can be divided into three parts.

First, a characterization of matroid-related multipartite accessstructures, which
implies a necessarycondition for a multipartite accessstructure to beideal. The parti-
tion in the set of participants of a matroid-related multipartite accessstructure extends
to the setof points of the corresponding matroid. This leadsusto introducethe natural
conceptof multipartite matroid. We point out that every multipartite matroid with m
parts de nes a discrete polymatroid on a set of m points. Discrete polymatroids, which
are a particular classof polymatroids, were introduced by Herzog and Hibi [14]. By
using discrete polymatroids, we presen in Theorem 6.2 a characterization of matroid-
related multipartite accessstructures.

Second,a necessaryand su cien t condition for a multipartite matroid to be repre-
sertable, which implies a su cien t condition for a multipartite accessstructure to be
ideal. Linear represenations of matroids are obtained by assigninga vector to every
point. If, instead of a vector, we assigna subspaceto every point, we will obtain a
linear represenation of a discrete polymatroid. We prove in Theorem 7.1 that a mul-



tipartite matroid is represenable if and only if the corresponding discrete polymatroid
is represenable. We think that this theorem is interesting not only for its implications
in secretsharing, but also as a result about represertabilit y of matroids. This result
is specially useful if the number of parts is small. For instance, a tripartite matroid
can have many points, but, asa consequencef our result, we only have to nd three
suitable subspacesf a vector spaceto prove that it is represerable.

And third, the application of the generalresults to the tripartite case,by meansof
which a complete characterization of tripartite accessstructures is obtained. By using
Theorem 6.2, we characterize the matroid-related tripartite accessstructures. Theo-
rem 7.1is usedto prove that all matroids related to these structures are represernable
and, hence,that all matroid-related tripartite accessstructures are ideal. Moreover, as
a consequencedf the results in [22], the information rate of every non-ideal tripartite
accessstructure is at most 2=3. We obsene that theseresults cannot be extended to
quadripartite accessstructures, becausethe Vamos matroid is quadripartite and it is
not ss-represetable. Hence,there exist matroid-related quadripartite accessstructures
that are not ideal.

After the resultsin this paper, the open problemsabout the characterization of ideal
multipartite accessstructures are asdi cult asthe open problemsin the generalcase.
That is, closingthe gap betweenthe necessaryand the su cien t conditions requiresto
solve very di cult problems about represenations of matroids and polymatroids. For
instance, which discrete polymatroids are represertable?

The size of the eld and the number of chedks for linear independenceare im-
portant e ciency issueswhen constructing actual ideal schemesfor ideal multipartite
accessstructures. Sud issueshave beenstudied for seweral particular families of mul-
tipartite accessstructures [2, 27, 30, 37, 38]. The proof of our su cien t condition for a
multipartite accessstructure to be ideal is purely existertial and it doesnot give many
hints about those complexity questions, whoseanalysisin the general caseis deferred
to future work.

4 Matroids and Ideal Secret Sharing Schemes

The reader is referred to [36] for an introduction to secretsharing and to [29, 39] for
generalreferenceson Matroid Theory.

A matroid M = (Q;l) is formed by a nite set Q together with a family | of
subsetsof Q sud that

1.;21,and
2.if1 21 and1° 1,then1921, and

3.if Iy and I, arein | and jl1j < jl2j, then there exists x 2 1, |1 such that
1] fxg2 1.

The set Q is the ground set of the matroid M and the elemerns of | are called the
independent sets of M . The basesof the matroid are the maximally independert sets.
The family B of the basesdeterminesthe matroid. Moreover, by [29, Theorem 1.2.5],
B P(Q) is the family of basesof a matroid on Q if and only if
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1. B is nonempty, and

2. for every B1;B>, 2 B and x 2 By By, there existsy 2 B, B; sudc that
(By fxg)[ fygisin B.

All baseshave the samenumber of elemerts, which is the rank of M and is denoted
r(M). The dependent setsare thosethat are not independent. A circuit is a minimally
dependert subset. A matroid is said to be connected if, for every two points x;y 2 Q,
there exists a circuit C with x;y 2 C. The rank of X  Q, which is denotedr(X), is
the maximum cardinality of the subsetsof X that are independert. Obsene that the
rank of Q is the rank of the matroid M that was de ned before. The rank function
r: P(Q)! Z of amatroid satis es

1.0 r(X) jXjforeweryX Q,and
2. r is monotoneincreasing: if X Y Q,thenr(X) r(Y), and

3. rissubmaular: r(X [ Y)+ r(X\ Y) r(X)+r(Y) for every pair of subsets
X;Y of Q.

Moreover, every function r: P(Q) ! Z satisfying these properties is the rank function
of a matroid [29, Theorem 1.3.2].

Let K bea eld. A matroid M = (Q;l) is K-representableif there exists a
matrix M over K whosecolumns are indexed by the elemeris of Q such that a subset

independen. In this situation, we say that the matrix M is a K -representation of the
matroid M .

Let Q be a nite set of participants and pg 2 Q a special participant called dealer.
Let E bea nite setwith a probability distribution onit and, for every i 2 Q, consider
a nite set E; and a surjective mapping i: E ! E;. Those mappingsinduce random
variables on the setsE;. We notate H (E;) for the Shannonentropy of those random
variables. For a subsetA = fiy;:::;irg  Q, we write H(A) for the joint entropy
H (Ei, :::E;j, ), and asimilar convertion is usedfor conditional entropies as, for instance,
in H(EjjA) = H(Ej]Ei, :::Ej,). The mappings ; de ne a secret sharing scheme
with accessstructure onthe setP = Q fpog of participants if H(E,,) > 0 and
H(EpJA) = 0if A2 while H(EpJA) = H(Ep,) if A Z . In that situation, every
random choice of an element x 2 E, according to the given probability distribution,
results in a distribution of shares ((sj)i2p;S), Wwheres; = {(x) 2 E; is the share of the
participant i 2 P ands= p,(X) 2 Ep, is the shared secret value.

The ratio () = H(Ep,)=(maxj2p H(E;)) is called the information rate of the
scheme , and the optimal information rate () of the accessstructure s the
suprenmum of the information rates of all secretsharing schemeswith accessstructure .
It is not dicult to chedk that H(Ej) H(Ep,) for everyi 2 P and, hence, () 1.
Secretsharing schemeswith () = 1 are said to be ideal and their accessstructures
are called ideal aswell. Of course, () = 1 for every ideal accessstructure .

If isanideal secretsharing scheme,then there existsro > 0 suc that H(E;) = ro
for every i 2 Q. Brickell and Davenport [8] proved that the mappingr: P(Q) ! R



de ned by r(A) = H (A)=rg isthe rank function ofamatroid M = M (). In particular,
r(A) is a positive integer for every A Q. The accessstructure  of the scheme is
formed by the subsetsA P with r(A[ fpog) = r(A) and, hence, = p(M). A
matroid M is said to be secret sharing representable(or ss-representablefor short) if
M = M () for someideal secretsharing scheme .

Let K bea nite eld andlet M = (Q;1) be a K-represertiable matroid. For every
k (n+ 1) matrix M represeing M over K, the linear mappings ;: E = KK |
E; = K de ned by the columnsof M de ne an ideal secretsharing shemewith access
structure (M ). Therefore, the accessstructures that are related to represenable
matroids are ideal.

5 Multipartite  Access Structures, Multipartite  Matroids,
and Discrete Polymatroids

We write P(P) for the power set of the set P. An m-partition = fPq;:::;Png of
a set P is a disjoint family of m nonempty subsetsof P with P = P; [ [ Pm.
Let P(P) be a family of subsetsof P. For a permutation on P, we de ne

() =f (A):A2 g P(P). Afamily of subsets P(P) is saidto be -partite
if () = for every permutation sud that (P;) = P; for every P; 2 . We say
that is m-partite if it is -partite for somem-partition . These conceptscan be

applied to accessstructures, which are actually families of subsets,and they can be
applied aswell to the family of independert setsof a matroid. A matroid M = (Q;1)
is -partite if | P(Q) is -partite.

Let M = (Q;l) be a connected matroid and, for a point pp 2 Q, let =

respectively. Then the accessstructure = (M) is -partite if and only if the
matroid M is p-partite.

The partition  %is a re nement of the partition  if every setin is a subsetof
somesetin . Clearly, if P(P) is -partite and Cis are nement of , then
is Cpartite. Among all partitions  for which a family of subsets P(P) is -
partite, there exists a partition that is not a re nement of any other suc partition.
Following [13], we consider the following equivalencerelation: two elemens p;q2 P
are said to be equivalent according to  if the transposition ,q satises pg() =
The partition is the one de ned by this equivalencerelation. It is not dicult to
chek that is -partite if and only if is are nement of

For every integerm 1, we considerthe setJ,, = f1;:::;mg. Let ZT' denote the
set of vectorsu = (Ug;:::;um) 2 Z™ with u; O for every i 2 J,. For a partition

= fPyq;:::;Png of a set P and for every A Pandi 2 J,, wedene (A) =
JA'\ Pjj. Then the partition de nes a mapping : P(P) ! ZT by considering
(A) = ( 1A m(A). If P(P) is -partite, then A 2 if and only if
(A)2 (). Thatis, iscompletely determined by the partition and the set of
vectors () 7.

Discrete polymatroids, a combinatorial object introduced by Herzogand Hibi [14],
are closelyrelated to multipartite matroids and, becauseof that, they play animportant



role in the characterization of ideal multipartite accessstructures. Before giving the
de nition of discrete polymatroid, we needto introduce somenotation. If u;v 2 Z7,
wewrite u vifu v foreveryi2 Jy,andwewrite u< vifu vandu6 v. The
vectorw = u _ v is de ned by w; = maxfu;j;v;jg. The modulus of a vectoru 2 ZT is

juj = ug bt Um. For every subsetX  Jm, we write u(X) = (uj)i2x 2 ZLXj and
juX)j= ox Ui.

A discrete polymatroid on the ground set J, is a honempty nite set of vectors
D ZT satisfying:

l.ifu2Dandv2 Z" issuch that v u, thenv 2 D, and

2. for every pair of vectorsu;v 2 D with juj < jvj, there existsw 2 D with u < w
u_v.

The next proposition, which is easily proved from the axioms of the independent
setsof a matroid, shows the relation betweenmultipartite matroids and discrete poly-
matroids.

Prop osition 5.1. Let be a partition of a set Q and let | P(Q) be a -partite
family of subsets.Then | is the family of the independent setsof a -partite matroid
M = (Q;l)ifandonlyif (1) Z7T is a discrete polymatroid.

A hasis of a discrete polymatroid D is a maximal elemen in D, that is, a vector
u 2 D sudh that there doesnot exist any v 2 D with u < v. Similarly to matroids,
a discrete polymatroid is determined by its bases. Speci cally, the following result is
proved in [14, Theorem 2.3].

Prop osition 5.2. A nonempty subsetB  ZT' is the family of basesof a discrete
polymatroid if and only if it satis es:

1. all elementsin B havethe same modulus, and

2. for everyu 2 B and v 2 B with u; > v;, there existsj 2 Jy, suchthat u; < v; and
u e+ e 2B, wher e denotesthe i-th vector of the canonical basis of R™.

The rank function of a discrete polymatroid D with ground set J, is the function
h: P(Um)! Z dened by h(X) = maxfju(X)j : u2 Dg. The next proposition is a
consequencef [14, Theorem 3.4].

Prop osition 5.3. A function h: P(Jy,) ! Z is the rank function of a discrete poly-
matroid with ground set J,,, if and only if it satis es

1. h(;)=0, and
2. his monotoneincreasing if X Y Jy, thenh(X) h(Y), and
3. hiis submaodular: if X;Y Jm,thenh(X [ Y)+ h(X\ Y) h(X)+ h(Y).

Moreover, a polymatroid D is completely determined by its rank function. Speci -
cally, D=fu2 Z? : ju(X)j h(X)forall X Jng.

For a discrete polymatroid D with ground setJy, and for every X Jm, we de ne
the discrete polymatroid D(X ) with ground setX by D(X) = fu(X) : u2 bg Zz*.
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6 A Characterization of Matroid-Related Multipartite  Ac-
cess Structures

For every integerm 1, we considerthe setsJ,, = f1;:::;mgand Jr?, =f0;1;:::;mg.
LetD ZT beadiscretepolymatroid with ground setJ,, andrank function h: P(J,) !
Z. We sa that a discrete polymatroid D® z7*! with ground setJ2 completesD if
its rank function h% P(J2) ! Z is such that h{X) = h(X) for every X  J;, while
hqfog) = 1 and hYJ39%) = hqJy). In particular, D(J2) = D. Sincethe rank function
of D%is an extensionof the one of D, both will be usually denoted by h. For a polyma-
troid D°that completesD, considerthe family = ( DY =fX Jn : h(X [ fOg) =
h(X)g P(Jn). Obserw that is monotone increasing. E ectiv ely, if X 2 and
X Y, then h(X)+ h(Y) = h(X [ fOog) + h(Y) h(Y [ fOg) + h(X) and, hence,
Y2 .

Given a discrete polymatroid D with ground set Jm, every completion DO of D
is determined by ( D9. The next proposition characterizesthe families of subsets

P(Jm) for which there exists D°with = ( D9. This result will be very useful

in the characterization of ideal tripartite accessstructures.

Prop osition 6.1. Let D be a discrete polymatroid with ground setJ, and rank function
h. Consider P(Jm). Then there exists a completion D° of D with = ( D9 if
and only if the following conditions are satis ed.

1. The family  is monotoneincreasing,; 2 , and Jn, 2
2.1t X Y JnandX 2 whileY 2 , then h(X) < h(Y).
.1 X;Y2 andX\Y2Z ,thenh(X[ Y)+ h(X\ Y)< h(X)+ h(Y).

Proof. Let h% P(J%) ! Z be the only extension of h suc that, if X  Jp, then
hAX [ fOog) = h(X)if X 2 andhq{X [ fOg) = h(X)+ 1 otherwise. Then = ( D9
for somecompletion DO of D if and only if h®is monotone increasingand submadular,
hqfog) = 1, and h%J%) = h(Jnm). These conditions are equivalert to the onesin the
statemert. O

We say that P(Jm) is D-compatible if it satis es the conditions in Proposi-
tion 6.1. For every X Jm we consider the set of vectors B(X)  ZT sud that
u 2 B(X) if and only if u(X) is a basisof D(X) asnd up = Oforeweryi 2 J, X.
Finally, for a family P(Um), wedene G() = , B(X) 2z

Theorem 6.2. Let be an m-partition of P and let be a connected -partite ac-
cessstructure on P. Then is matroid-related if and only if there exist a discrete
polymatroid D with ground setJ,, and a D-compatible family P (Jm) suchthat

=fA P : (A) ufor somevector u2 G() g
Proof. Let = (P1;:::;Pm) and o = (fpog;P1;:::;Pm) be partitions of the setsP

and Q = P [ fpog, respectively. Let M = (Q; 1) be a connected -partite matroid
and let D%= (1) Z™*? be the discrete polymatroid with ground set J2 induced
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by M . Obsene that, since M is connected, D° completesthe discrete polymatroid

D = DYJ). Considerthe matroid-related -partite accessstructure po(M ). Weonly

have to provethat p(M)=fA P : (A) u for somevectoru2 G(( D9)g:
Considera vector u = (U} :::;Uum) 2 G(( DY) and A P with ( A) u. Then

B A with ( B) = u. Since o(B) = 8= (O;us;:::;ur;0;:::;0) 2 D% we deduce
that B is an independert set of the matroid M . On the other hand, o(B [ fpog) =
(L;ug;:::;ur;0;::::0) 2 DYbecausea(X ) is a basisof DX ) and h(X [ f0g) = h(X).
Therefore, B [ fpog is a dependert setof M . This, together with the independenceof
B, impliesthat B 2 ,,(M) and, hence,A 2 , (M).

Let A P beaminimal qualied subsetof , (M )andletX =fi2Jy : A\ P 6
;0. Wecansupposethat X = f1;:::;rg. Consideru=o(A) = (O;uq;:::;u;0;:::;0).
Obsene that u 2 D becauseA is an independert set of M . The proof is concluded
by cheding that X 2 ( D9 and that u(X) is a basis of DY{X). If, on the con-
trary, u(X) is not a basis of D{X), we can suppose without loss of generality that
v = (O;ug + Lup:::;up;0;:::;0) 2 DO Since A is a minimal qualied subset of

(M), the set A[ fpog is a circuit of M and, hence,B = (A[ fpog) fpigis
an independert set of M for every p; 2 A\ P;. Therefore, w = ¢(B) = (1;u;
Liup;::i;ur;0;:::;0) 2 DO Sincejvj > jwj, there exists x 2 DOwith w < x  w _ V.
This implies that x = (1;ug;uz;:::;ur;0;:::;0) = o(A[ fpog) 2 DY a cortradiction.
Therefore, u(X) is a basis of D{X), and this implies h(X [ f0g) = h(X) because
(1;ug;uz;::;up;0;::0;0) 2 DO Hence,X 2 ( D9. O

As a consequencea necessarycondition for an m-partite accessstructure to be
matroid-related is obtained. It is a generalization of a result conjectured, but not
proved, in [13]. The supprt of A P isde ned assupp(A)=fi2Jnm : A\ P; 6 ;9.

Prop osition 6.3. Let be a matroid-related m-partite access structure. For every
X JIm, all minimal quali ed subsetsA 2 min  with supp(A) = X have the same
cardinality.

7 Representable Multipartite  Matroids

to chedk that the mapping h: P(Jm) ! Z dened by h(X) = dim( ,,x Vi) is the
rank function of a discrete polymatroid D  ZT'. In this situation, we say that D is

goal of this sectionis to prove the following result.

Theorem 7.1. LetM = (Q;l) bea -partite matroid andletD = ( |) beits ass@i-
ated discrete polymatroid. If M is K-representable,then sois D. In addition, if D is
K -representable,then M is representableover some nite extensionof K.

Let = (Q1;:::;Qy) be a partition of Q and let M = (Q;l) be a -partite
matroid. Consider the discrete polymatroid D = (1) ZT and its rank function
h:P(Jm)! Z.

10



We begin by proving the rst claim in the statemert of Theorem 7.1. Supposethat
M is represened over the eld K by a matrix M. For every i 2 Jn,, considerthe
subspaceV; spannedby the I:(;olumns of M corresponding to the points in Q;. Then
h(X) = r([ i2x Qi) = dim( ,,x Vi) for every X Jm. Therefore, the subspaces

The proof for the secondclaim in the theorem is much more involved and needs
seweral partial results. Assume now that the discrete polymatroid D = ( |) is K-
represertable. Then there exists a K -represeniation of D consisting of subspaces

1. Ai V, andjAjj= u; foreveryi 2 Jn,

2. Ai\ Aj=;ifi 6], and

3. A1 [ Am E isanindependert set of vectors.
Lemma 7.2. In this situation, B = D.

Proof. If (A1;:::;Am) i%a sequenceof subﬁetsof E corresponding to an integer vector
u 2 B, then ju(X)j = j2x jAjj  dim( j2x Vj) = h(X) for every X 2 Jy and,
hence,u 2 D. Therefore,8 D.

We prove now that the subsetB ZT is a discrete polymatroid. Clearly, B 6 ;
and, since@ D, it is nite. Moreover, it is obviousthat v2 Bifv uandu2 B.

and (B1:::; Bm)Pcorresponding, respectively, to the integer vectorsu and v, we choose

one maximizing j”‘:l JAj \ Bjj. Let A= Aq[ [ AmandB = B1[ [ Bm. Since
iBj > jA], there existsavectorx 2 B A sud that A[ fxgis anindependert set. We
claim that, if x 2 Bj, then jB;jj > jA;j. If, onthe cortrary, jBij jAij, there must exist

y 2 A Bi. Then (AY;::;AD 1 AD), where AP = A [ fxg) fyggnd AP = A; if
j 6 i, is asequencecorrespnding to u and suc that jm:l jAjO\ Bjj> jm:1 jAj \ Bjj,

seethat there existsw 2 B such that u< w u_ v. This provesthat B is a discrete
polymatroid.

Considerthe rank function &: P(Jy) ! of B. GivenasubsetX Jn, it isclear
that B(X) = maxfju(X)j : u2 Bg Pdim( i2x Vj) = h(X). On tf§ other hand, by
considering a basis of the subspace ., Vj formed by vectorsin ;,, Vj , we can
nd avectoru 2 B with ju(X)j = dim(" ;,x Vj) and, hence,A(X) h(X). Therefore,
B =D. (]

The next lemma is a direct consequencdemma 7.2.

Lemma 7.3. For every basis u of D, there existsa basisB = B[ [ By of the
vector space E suchthat B; V; and Bjj = u; for everyi 2 J,, and Bj\ Bj = ;
ifi6].

11



Let K bethe algebraicclosureof K. From now on, V; will denote both the subspace
of E = KS and its extensionto K . Clearly, those subspacesrovide a K -represertation
of D. Foreweryi 2 Jy, let ri = dimV, and n; = jQ;j, and taken = nq + + Np.
Considerthe spaceM of all s n matrices over K of the form (M1jM,j  jMp,), where
Mi isas n; matrix whosecolumns are vectorsin V;. Obserwe that the columns of
every matrix M 2 M can be indexed by the elemens in Q, corresponding the columns
of M; to the points in Q;. The proof of Theorem 7.1is concludedby proving that there
exists a matrix M 2 M represering the matroid M over K because,n this case,M
is represeniable over some nite extension of K (the one cortaining all ertries of the
matrix M).

Lemma 7.4. If A Qis ademndentsubsetof the matroid M , then, for everyM 2 M,
the columns of M correspnding to the elementsin A are linearly degendent.

Proo]‘:., Sinceu = ( A) 2 D, there exists X Jm sudh that ju(X)j > h(X) =
dim( j2x Vj). Then the columnsof M corresponding to the elemerts in A\ ([ j2x Q;j)
must be linearly dependert. O]

Therefore, the following lemma concludesthe proof of Theorem 7.1.

Lemma 7.5. There existsa matrix M 2 M suchthat, for everybasisB  Q of the
matroid M , the correspnding columns of M are linearly independent.

Proof. By xing a basisof V; for everyi 2 Jn,, we get one-to-onemappings

T 7S

KTV K

P
Let N = T, rin;. By usingthe mappings i, we canconstruct a one-to-onemapping
KN = (KM (K™m 1 M:

That is, by choosing an elemer in KN, we obtain n; vectorsin Vi, n, vectorsin Vs,
and so on. For every basis B Q of the matroid M , we consider the mapping
fg:K' 1 Kdened by fg(X) = det(( X)g), where ( X)g is the squaresubmatrix
of ( X) formed by the s columns corresponding to the elemeris in B. Clearly, fg is
a polynomial. Let B be a basisof M andu = ( B) 2 ZT". From Lemma 7.3, there
exists a basisof K° of the form B = B[ [ Bm such that B; Vi andjBjj = u; for
every i 2 Jy. By placing the vectorsin B in the suitable positionsin amatrix M 2 M,
we can nd avector Xg 2 K" such that fg(Xg) 6 0. Therefore, the polynomial fg is
non-zerofor every basisB of M . Sincethe eld K is algebraically closed,there exists
a point Xg 2 K" such that fg(Xo) 6 O for every basisB of M . Clearly, the matrix
( Xo) is the onewe need. O

Theorem 7.1 provides a su cien t condition for a multipartite accessstructure to
be ideal. Namely, a multipartite accessstructure is ideal if it is of the form (M),
whereM = (Q;l) isa o-partite matroid such that the discrete polymatroid o(l)
is represerable. In addition, the interest of Theorem 7.1 goesbeyond its implications

12



to secretsharing. As far as we now, the represenabilit y of multipartite matroids has
not beenstudied before. Therefore, the connection betweenmultipartite matroids and
discrete polymatroids we preseried here and Theorem 7.1 are interesting new results
about represetabilit y of matroids.

The remaining open problems about the characterization of multipartite access
structures are now as dicult as the open problems for the general case. The gap
between the necessaryand the su cien t conditions is due to very dicult problems
about matroid and polymatroid represenations as, for instance, the following one.

Open Problem 7.6. Characterize the represerable discrete polymatroids.

Analogouslyto the matroid case,in which there exist ss-represetable matroids that
are not represenable, we have to considera di erent kind of polymatroid represeta-
tion. A discrete polymatroid D with ground setJ,, and rank function h: P(Jy)! Zis
prokabilistically representableif there exist a nite setE with a probability distribution
onit and, for every i 2 Jn,, a surjective mapping i: E! E; sud that h(X) = H(X)
for every X  J, where, asin Section 4, H (X) denotesthe Shannon ertropy on the
corresponding random variable. The next proposition is not dicult to prove. Never-
theless,to prove or disprove its converse,which would be in any casea very interesting
result about the characterization of ideal multipartite accessstructures, seemsto be a
very di cult open problem.

Prop osition 7.7. LetM = (Q;l) bea -partite matroid andlet D = (1) beits
assaiated discrete polymatroid. If M is ss-representable,then D is probabilistically
representable.

Open Problem 7.8. Is the converseof Proposition 7.7 true?

Open Problem 7.9. Characterize the probabilistically represerable polymatroids.

8 Bipartite and Tripartite Access Structures

In this section, we apply our general results on ideal multipartite accessstructures
to completely characterize the ideal bipartite and tripartite accessstructures. The
characterization of ideal bipartite accessstructures was done previously in [30], but
only partial results were known about the tripartite case[2, 11, 13].

We begin by characterizing the matroid-related bipartite and tripartite accessstruc-
tures. Afterwards, we prove that all matroids related to those accessstructures are
represemnable and, hence,all matroid-related bipartite and tripartite accessstructures
are ideal. We obtain in this way a characterization of the ideal bipartite and tripartite
accessstructures. In addition, as a consequencef the results in [22], the optimal in-
formation rate of every non-ideal bipartite or tripartite accessstructure is at most 2=3.

We obsenethat we cannotobtain in this way a characterization of ideal multipartite
accessstructures with more than three parts. This is due to the fact that the Vamos
matroid is quadripartite and it is not ss-represetable. Therefore, there exist matroid-
related quadripartite accessstructures that are not ideal.
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8.1 Characterizing Matroid-Related Bipartite and Tripartite Access
Structures

By applying Theorem 6.2 to the particular casesm = 2 and m = 3, we characterize
the matroid-related bipartite and tripartite accessstructures.
Let be a bipartite accessstructure, that is, is -partite for some partition
= (Py; P,) of the setP of participants. From Theorem 6.2, is matroid-related if and
only if there exists a discrete polymatroid D with ground set J, and a D-compatible
family P(slz) suhthat = fA P : ( A) uforsomevectoru 2 G() g,
whereG() = , B(X)and

B(fL,29) = fv22Z2 : (s rys r1) v (rg;rp) andjvj= sg,
B(f1g) = f(r1;0)g, and B(f 2g) = f(0;r2)0.

Given integersri;rp;s and a family of subsets P (J2), there exists a discrete
polymatroid D with ground setJ, and r;j = h(fig), for i = 1;2, and s = h(f 1; 2g) such
that is D-compatible if and only if the following conditions are satis ed.

1.s>0and0 rj s rqi+ry.

2. is monotoneincreasing,; 2 , andJ, 2 .
3.ri>0iffig2 , ands>r;iffigz .

4. r1+ rp > sif ff 1g;f 299

Summarizing, a bipartite accessstructure is matroid-related if and only if it is de-
termined in that way by some P(J2) and someintegersrq;ry;s in the above
conditions.

The characterization of the matroid-related tripartite accessstructure is more in-
volved. We begin by introducing some notation. The values of a rank function
h: P(J3) ! Z of a discrete polymatroid D with ground set J3 will be denoted by
ri = h(fig), wherei 2 J3, and s; = h(fj;kqg) if fi;j;kg = J3, and s = h(J3). The
integer valuesri, s;, and s univocally determine a discrete polymatroid with ground set
Js if and only if for every i; j; k with fi; j;kg= Js,

1.s>0,and0 r; s s,and
2.si rj+trg,ands sp+rj,ands+r; s+ sg.

Let D be a discrete polymatroid with ground set J3. From Proposition 6.1, a family
P (J3) is D-compatible if and only if the following conditions are satis ed for every
i; j; Kk with fi;j;kg= Js.

1. is monotoneincreasing,; 2 , andJsz 2 .
2.ri>0iffig2 , andri< s iffig2z andfi;kg2 , andsj<siffj;kg2 .
3.8 <rj+rif ff jg,fkgg
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4.s+ri< s +sciffigz andffijo;fi; kgg
B.s< s +r;if ffig;fj;kgg

From Theorem 6.2, a tripartite accessstructure is matroid-related if and only if there
exist integersri;si; s and a family Js in the alg)ve conditions such that a subset
A Pisin ifandonlyif ( A) wuforsomeu2 , B(X), where

B(J3z)=fv2Z : (s si;8 s3;8 s3) Vv (ri;ro;r3) andjvj = sg,
B(f1,29) = fv2Z i (ss raiss ru;0) v (rir2i0)andjvj= ssg, and
B(f1g) = f(r1;0;0)g,

and the other setsB(X) are de ned symmetrically.

8.2 All Matroid-Related Bipartite and Tripartite Access Structures
Are Ideal

Let D be a discrete polymatroid with ground setJs that is represerted over the eld K
by three subspacesvi; V,; V3 of a vector spaceE. If rj, s; and s are the integer values
of the rank function of D, then rj = dimV; for every i 2 J3, and s = dim(V; + V)
if fi;j;kg= J3, and s = dim(Vy + Vo + Va). If fi;j;kg= J3, considert; = rj + ry

si = dim(V; \ V). Obserwe that t = dim(V1\ V2 \ V) is not determined in general
by D. That is, there can exist dierent represenations of D with dierent values
of t. Nevertheless,there exist somerestrictions on this value. Of course,t t; for
every i 2 Js. In addition, since (V1 \ V3) + (V2 \ Fyg) ,gvl + Vo) \ V3, we have that
dim((V1+ Vlz,)\ V3)P dim((V1\ V3)+ (V2\ V3)) = s ri (s t) 0. Therefore,
maxf 0; s s;+ rig t minfty;ty;tag.

Prop osition 8.1. Let [g, be algiscrete polymatroid with ground sst Js. I:Consider an
integert with maxf0; s si+ rig t minftyty;tggand’ = Si ri (s t).
Let K be a eld with jKj s3+ *. Then there exists a K-representation of D given by
SUbS[aCESV]_;VZ;V3 E = K® with dlm(V]_\ Vo \ V3) = 1.

Proof. Consider two subspacesV; W E such that dmV = ssand E =V @ W.
given a basisfvy;:::;vs,g of V, considerthe mappingv: K ! V dened by v(x) =

2 x' lv;. Obsenethat the vectorsv(x) have Vandermondecoordinates with respect
to the given basisof V. This implies that every set of at most s3 vectors of the form
v(x) is independert. Consider three disjoint setsT3;R1; R,  fv(x) : x 2 Kg V
with jT3j = 13, lej =ry ts and ijj =r, t3. The SUbSpaCEN]_ V and V> V,
spanned, respectively, by T3 [ Ry and T3[ R», are such that V; + V, = V and have
dimensionsdimVy = r; and dim V, = ro.

At this point, we have to nd a suitable subspaceV; E to complete the rep-
reseriation of D. Consider sets T T3 with jTj = t, and Az R; and A R
with jAj = to tandjA =t; t,andB fv(x) : x 2 Kg with jBj = * and
B\ (T3] R1[ R2) = ;. Finally, take V3 = U W, whereU V is the subspace
spannedby T[ Ai[ Az[ B.
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SincejT[ Ai1[ A2[ Bj=s3+r3 s sz, this is an independert set of vectors
and, hence,it is a basisof U. Therefore, dim V3 = r3. We assertthat dim(Vz\ Vp) =
to. Eectiv ely, it is clear that dim(V3\ Vi) = dim(U\ V;). The setsTs3[ Ri1 and
T[ A1[ A2[ B arebasesof V1 and U, respectively. The intersection of thesetwo sets
is T [ Az, which has cardinality t,, and their union is T3[ R1[ Az [ B, which is an
independert setbecauseits cardinality iss3 (s s2) s3. This provesour assertion.
Analogously, dim(Vz\ V1) = t1. Therefore, dim(V1 + V3) = s, and dim(V, + V3) = s;.
A similar argumernt as before provesthat dim(Vy\ Vo \ V3) = t. O]

As a consequenceof this result, we obtain Corollary 8.2. This and Theorem 7.1
prove Corollary 8.3.

Corollary 8.2. Every discrete polymatroid with ground setJ, with m 3 is repre-
sentableover elds of all characteristics.

Corollary 8.3. Every m-partite matroid with m 3 is representableover elds of all
characteristics.

Corollary 8.4. Every matroid-related bipartite accessstructure is ideal.

Proof. If (M) is a matroid-related bipartite accessstructure, then the matroid M
is tripartite and, from Corollary 8.3, it is represerable. O]

The next lemmais a well known result of linear algebra. It will be usedin the proof
of Theorem 8.6.

Lemma 8.5. LetK bea eld with jKj> n andletV and W1;:::; W, l:gsubsploesof
a K-vector space E suchthat V 6 W; for everyi = 1;:::;n. ThenV 6 i”:l W;.

Theorem 8.6. Every matroid-related trip artite accessstructure is ideal. More speci -
cally, every matroid-related trip artite accessstructure admits ideal linear secret sharing
schemesover elds of all characteristics.

Proof. Let = (M) be a matroid-related tripartite accessstructure. Then there
exist partitions = fPq; Py; P3g of the setP of participants and o = ff pog; P1; P2; P39
of the setQ = P [ fpog such that is -partite and the matroid M = (Q;1)is o-
partite. From Theorem 7.1, we only have to prove that the discrete polymatroid D°%=

o(M ) is represertable over nite elds of every characteristic. Remenber that D%is a
completion of the discrete polymatroid D = DYJ3). Therefore, DCis determined by the
integersr;; si; s that de ne the rank function of D and the family = ( D9. For every
i, j k with fi; j;kg= Js, considert; = r; ok Sip From the proof of Proposition 8.1,
for every integer t such that maxfO0;s Sj + rig t minftq;ty;t3g and for
ewvery large enough eld K, there exists a K-represenation of D formed by subspaces
Vi;Vo; V3 E = KS with dim(Vp\ Vo \ Vi) = t.

The proof is concludedby nding a vector xg 2 E sud that the subspaceVy = i
together with the subspacesVy; Vs; Vs form a K-represenation of D% We distinguish
seweral cases,depending on the family . Clearly, the casesthat are not considered
here are solved by symmetry. Remenber that the valuesr;, s;, and s and the family
must satisfy the conditions in Section 8.1.
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Case 1 min = ff 1gg. In this case,we have to choosea vector xg 2 Vi suc that
Xo 2 Vo + V3. Such a vector exists becausef 2;3g2  and, hence,s; < s.

Case 2 min = ff 1g;f2gg. Ig’hen g<Tritrs and s+ rz < s; + sp. In particular,

t3=ri+ry s3> maxfO;s si+ rig. Therefore,we cantaket < t3 and, hence,
there exists a represenation of D sud that V1\ V, 6 V3. Now, we only have to take a
vector Xg 2 V1 \ Vs such that xg 2 Vs.

Case 3 min = ff 1g;f2g;f3gg. In this situation, sj < rj + ry whenewer fi; j; kg =
Js3. Therefore, minftq;ty;t3g > 0 and, hence,there exists a represetiation of D with
V]_\ V2\ V36f09

Case 4 min = ff 1g;f2;3gg. Then s< r; + s;1. In addition, s+ r, < s; + s3 and
S+ r3 < s;+ sp. Obserwe that dim(Vi\ (Vo+ V3)) = r1+ 53 s> 0. Moreover, we
assertthat Vi \ (Vo + V3) 6 V; if i 8 1. Supposethat, for instance,Vi\ (Vo + V3)  Va.
This implies that V;\ (Vo + V3) = V1 \ V, and, by consideringthe dimensionsof these
subspacesyi1+s; s=r1+r, S3 Sinces+ rp < s; + s3, we have obtained a
cortradiction that provesour assertion. Finally, we take a vector xo 2 V1 \ (V2 + V3)
such that xg 2 Vo and xg 2 Vs.

Case 5 min = ff 1;2gg. Fori 2 f1;2g, wehaves; < sand, hence,V1+ V, 6 V;+ Vs.
Then there exists a vector xg 2 V1 + Vo sudh that xg 2 Vo + V3 and xg 2 Vp + Vs.

Case 6 min = ff 1;29;f2;3gg. ConsiderV = (V1 + Vo) \ (Vo + V3). Obsene
that dmV = s3+s; s> rp, = dimV,. Therefore, V 6 V,. In addition, since
VO= Vo + (Vi\ Va) V,

E=(Vi+ Va)+V® (Vi+Va)+V E; 1)

and V; + V3 6 E becauses; < s. Therefore, there exists a vector Xg 2 V sudc that
Xo 2 Vi + V3 and xg 2 Vs.

Case7 min = ff 1,2g;f2; 39;f3ijlgg. ConsiderW = (V1+ V2)\ (Vo+ V3)\ (V3+ Vy).
Becauseof Equation (1), dmW = s; 2s. Clearly, if fi;j;kg= Js3, then W\ V; =
Vi\ (V, + W) and, hence,dim(W \ Vj) = ri + s s. SincedmW dim(W\ V) =
Sj+ sk s ri> 0, wehaveprovedthat W 6 V; for every i 2 J3. Therefore, there
exists a vector xo 2 W such that xo 2 V; for every i 2 Js.

Case 8 min = ff 1;2;3gg. In this cases; < s for every i 2 J3 and, hence,there
exists a vector Xg 2 E sudh that xo 2V, + Vi for every fj;kg Js. O

17



References

[1] A. Beimel, N. Livne. On Matroids and Non-ideal SecretSharing. Third Theory of
Cryptography Conference, TCC 2006, Lecture Notesin Comput. Sci. 3876 (2006)
482{501.

[2] A. Beimel, T. Tassa,E. Weinreb. Characterizing Ideal Weighted Threshold Secret
Sharing. Second Theory of Cryptography Conferenae, TCC 2005, Lecture Notesin
Comput. Sci. 3378 (2005) 600{619.

[3] G.R. Blakley, Safeguardingcryptographic keys. AFIPS Conferene Proceadings.
48 (1979) 313{317.

[4] C. Blundo, A. De Sartis, R. De Simone, U. Vaccaro. Tight bounds on the infor-
mation rate of secretsharing schemes.Des. Codes Cryptogr. 11 (1997) 107{122.

[5] C. Blundo, A. De Sartis, L. Gargano, U. Vaccaro. On the information rate of
secretsharing schemes.Advanes in Cryptology - CRYPTO'92, Lecture Notes in
Comput. Sci. 740 148{167.

[6] C. Blundo, A. De Sartis, D.R. Stinson, U. Vaccaro. Graph decompositions and
secretsharing schemes.J. Cryptology 8 (1995) 39{64.

[7] E.F. Brickell. Someideal secretsharing schemes.J. Combin. Math. and Combin.
Comput. 9 (1989) 105{113.

[8] E.F. Brickell, D.M. Davenport. On the classi cation of ideal secretsharing schemes.
J. Cryptology 4 (1991) 123{134.

[9] E.F. Brickell, D.R. Stinson. Someimproved bounds on the information rate of
perfect secretsharing schemes.J. Cryptology 5 (1992), 153{166.

[10] R.M. Capocelli, A. De Sartis, L. Gargano, U. Vaccaro. On the size of sharesof
secretsharing schemes.J. Cryptology 6 (1993) 157{168.

[11] M.J. Collins. A Note on ldeal Tripartite Access Structures. Cryptology ePrint
Archive, Report 2002/193 , http://eprint.iacr.org/2002/193

[12] L. Csirmaz. The sizeof a sharemust be large. J. Cryptology 10 (1997) 223{231.

[13] J. Herranz, G. Saez. New Results on Multipartite AccessStructures. Cryptology
ePrint Archive, Report 2006/048 , http://eprint.iacr.org/2006/048

[14] J. Herzog, T. Hibi. Discrete polymatroids. J. Algebric Combin. 16 (2002) 239{
268.

[15] M. Ito, A. Saito, T. Nishizeki. Secretsharing schemerealizing any accessstructure.
Proc. IEEE Globecom'87. (1987) 99{102.

[16] W.-A. Jackson, K.M. Martin. Perfect secretsharing schemeson v e participants.
Des. Codes Cryptogr. 9 (1996) 267{286.

18



[17] E.D. Karnin, J.W. Greene,M.E. Hellman. On secretsharing systems.IEEE Trans.
Inform. Theory 29 (1983) 35{41.

[18] A. Lehman. A solution of the Shannonswitching game.J. Scc. Indust. Appl. Math.
12 (1964) 687{725.

[19] J.Mart -Farre, C. Padro. Secret sharing schemeson sparse homogeneousaccess
structures with rank three. Electronic Journal of Combinatorics 11(1) (2004) Re-
seart Paper 72, 16 pp. (electronic).

[20] J. Mart -Farre, C. Padro. Secretsharing schemeswith three or four minimal qual-
i ed subsets.Des. Codes Cryptogr. 34 (2005) 17{34.

[21] J. Mart -Farre, C. Padro. Secretsharing schemeson accessstructures with inter-
section number equal to one. Discrete Applied Mathematics 154 (2006) 552{563.

[22] J. Mart -Farre, C. Padro. On SecretSharing Schemes,Matroids and Polymatroids.
Cryptology ePrint Archive, Report 2006/077 , http://eprint.iacr.org/2006/
077.

[23] J.Mart -Farre, C. Padro. Ideal secret sharing schemeswhose minimal quali ed
subsetshave at most three participants. Fifth Conference on Security and Cryp-
tography for Networks, SCN 2006, Lecture Notes in Comput. Sci., to appear.

[24] F. Matus. Matroid represenations by partitions. Discrete Math. 203 (1999) 169{
194.

[25] P. Morillo, C. Padro, G. Saez, J. L. Villar. Weighted Threshold Secret Sharing
Sdemes.Inf. Process.Lett. 70 (1999) 211-216.

[26] S.-L. Ng. A Represetation of a Family of Secret Sharing Matroids. Des. Codes
Cryptogr. 30 (2003) 5-19.

[27] S.-L. Ng. Ideal secret sharing schemeswith multipartite accessstructures IEE
Proc.-Commun. 153 (2006) 165{168.

[28] S.-L. Ng, M. Walker. On the composition of matroids and ideal secret sharing
schemes.Des. Codes Cryptogr. 24 (2001) 49-67.

[29] J.G. Oxley. Matroid theory. Oxford SciencePublications. The Clarendon Press,
Oxford University Press,New York, 1992.

[30] C. Padro, G. Saez. Secretsharing schemeswith bipartite accessstructure. |IEEE
Trans. Inform. Theory 46 (2000) 2596{2604.

[31] P.D. Seymour. A forbidden minor characterization of matroid ports. Quart. J.
Math. Oxford Ser. 27 (1976) 407{413.

[32] P.D. Seymour. On secret-sharingmatroids. J. Combin. Theory Ser. B, 56 (1992)
pp. 69{73.

19



[33] A. Shamir. How to sharea secret. Commun. of the ACM, 22 (1979) pp. 612{613.

[34] G. J. Simmons. How to (Really) Share a Secret. Advanes in Cryptology {
CRYPTO '88, Lecture Notesin Comput. Sci. 403 (1990) 390{448.

[35] J. Simonis, A. Ashikhmin. Almost a ne codes. Des. Codes Cryptogr. 14 (1998)
pp. 179{197.

[36] D.R. Stinson. An explication of secret sharing schemes.Des. Codes Cryptogr. 2
(1992) 357{390.

[37] T. Tassa.Hierarchical Threshold Secret Sharing. First Theory of Cryptography
Conference, TCC 2004, Lecture Notesin Comput. Sci. 2951 (2004) 473{490.

[38] T. Tassa,N. Dyn. Multipartite SecretSharing by Bivariate Interpolation. 33rd In-
ternational Colloquium on Automata, Languagesand Programming, ICALP 2006,
Lecture Notesin Comput. Sci. 4052 (2006) 288{299.

[39] D.J.A. Welsh. Matroid Theory. Academic Press,London, 1976.

20



